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1.0 RULES OF BEHAVIOR

I-Suite users must understand and follow the Rules of Behavior, the security principles and
practices, and know and practice their responsibilities regarding I-Suite security.

1. The first time an I-Suite user logs in to I-Suite and during the Initial Server Setup process
a Rules of Behavior window will be displayed. The user logging in to the system will be
required to read and accept the Rules of Behavior before access will be granted to the
system. Once a user has accepted the Rules of Behavior, 1-Suite will no longer display
the Rules of Behavior window during the login process for that user.

Rules of Behavior

ou must accept the Rules of Behavior prior to accessing 1-5uite.

Starement of Informarion Securiry
Responsibilities for Users with

Privileged Access to Forest Serviee Systems
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| understand that, in addition to this documernt, | must understand and 3ign the Statement of
Employes Security Responsibilies or the Statement of Information Security Respansibilities for
Associate sers of Forest Service Systema

. underatand that | have been granted enhanced privileges in order to parform
speciic fanctions on information sysiems that are part of a F& G55, and that these
privileges are to be used only to petform my assigned job reaponsibiliies

. will not use my privileges to grant myself or any other person unauthorized

privileges, or to modify any acceas accounts, privileges, system configurations, or
data in an unauthotized manner

* | understand that | have a spacial duty to safeguard FS infarmation resources, and will
implement and operats enterprise measures to protect those resourcas, as instructed
by technical information bulleting (TIS), standard opetating procedursa, or other
directives
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2. User must select Accept and click Ok to be granted access to the I-Suite system

NOTE: This process applies to every user the first time the user logs in to the application as
well as when the Initial Server Setup occurs and the initial Admin user account is created.



1.1 SEPARATION OF DUTIES

Separation of DB Admin Duties is now enforced.
e Privileged accounts are restricted to DB Admin and Data Admin module access.
e Other module access will require a separate account.

If a user is set up to have DB Admin privileges they cannot have privileges in other modules
except Data Admin. If a user needs DB Admin privileges AND privileges to another module
they MUST have another user account with the other privileges assigned to that account and the
user will be required to use the different accounts depending on the task they intend to perform
in I-Suite.



